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1.  A person doing business in this State may not request, collect, or mail to the individual the Social Security number of an individual residing in this State unless one of the following exceptions applies. 

(a)  The SSN is expressly required by federal, state, or local law or regulation.

(b)  The SSN is requested, collected or mailed in connection with a request for credit or a credit transaction initiated by the consumer or in connection with a lawful request for a consumer credit report.

(c)  The SSN is requested, collected or mailed in connection with the opening of a deposit account or in connection with an investment.

(d)  The SSN is requested, collected or mailed for purposes of employment, including in the course of the administration of a claim, benefit, or procedure related to the individual's employment by the person, including the individual's termination from employment, retirement from employment, injury suffered during the course of employment; or to check on an unemployment insurance claim of the individual. 

(e)  The SSN is requested, collected or mailed for purposes of tax compliance.

(f)  The SSN is requested, collected, or mailed for the purpose of:  interaction with a governmental law enforcement agency; the collection of child or spousal support; or to determine whether an individual has a criminal record.

(g)  Nothing in this section or section 2(d) prohibits a person from including his or her own Social Security number on materials sent through the mail.  Nothing in this Act applies to the mailing of a copy of a public record which contains a Social Security number.

2.  A person doing business in this State may not do any of the following with the Social Security number of an individual residing in this State unless expressly required to do so by federal, state, or local law or regulation: 

(a) Place the Social Security number of an individual on any card, tag, badge, or other device issued or used for identification or membership, or on other any card, tag or device issued to an individual, including one issued for the purpose of providing access to products or services.  This section includes printing, embedding, encoding within a magnetic strip or on a chip, and any other means of placing the Social Security number on a card, tag, badge, or other device issued for identification or membership.   

(b) Solicit or require the use of the SSN as a password for computerized service, telephone customer service, or an Internet web site, or require that an individual provide his or her SSN as a condition to access goods, services, or a website. 

(c) Solicit or require an individual to transmit his or her Social Security number over the Internet unless the connection is secure or the Social Security number is encrypted, and the request or collection of the Social Security number is otherwise permitted under section (1).  

(d) Where mailing of a Social Security number is otherwise permitted under section (1), the Social Security number may not be printed on a postcard or other mailer that does not require an envelope, or in any other manner that makes the Social Security number visible on the envelope or without the envelope being opened. 

(e) Publicly post or display, or otherwise make available to the general public, including by sale to the general public, the Social Security number of another individual.
(3)  Definitions.  For purposes of this Act, the following terms have the following meanings:

(a) “Social Security number” means any portion of three or more consecutive digits of a Social Security number.

(b) “Person” means any individual, firm, partnership, association, corporation, limited liability company, organization or other entity, but does not include the state or any political subdivision of the state, or any agency thereof.

(4) Penalties for violations of this Act.

(a) A person who violates this section is responsible for the payment of a civil fine of not more than $3,000 per violation.

(b)  A person who knowingly violates this section is guilty of a misdemeanor punishable by imprisonment for not more than 60 days or a fine of not more than $3,000 or both.

(c)  A person who violates this section is liable to each person whose Social Security number is treated in violation of this Act for all of the following: $5,000 per person, actual damages, and reasonable court costs and attorney’s fees to a prevailing plaintiff.

(5)  The provisions of this act are severable.  If any phase, clause, sentence, provision or section is declared to be invalid or preempted in whole or in part by any federal law or regulation, the validity of the remainder of this Act shall not be affected.  

